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DETAILED ACTION 

This action is responsive to the application filed January 16, 2004. Claims 1-33 
are pending. Claims 1-33 represent a method and apparatus for limiting access to a 
storage system. 



Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

2. Claims 1-33 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Blumenau et al., U.S. Patent Application Publication No. 2007/0083657. 

Blumenau teaches the invention as claimed including a method and apparatus 
for managing access to storage in a storage system (see abstract). 

Regarding claim 1, Blumenau teaches a method for processing service requests 
in a first device in a storage network comprising: 

receiving a connection request from a sending device (paragraph 48, lines 1-4, 
14-18, paragraph 49, lines 1-2, request sent to a storage system); 
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obtaining manufacture-related information associated with the sending device 
(paragraph 48, lines 4-12, obtaining identifier of the device that includes the WWN); and 

responding to the sending device in a positive manner or in a negative manner 
based on a comparison of the manufacture-related information with manufacture-related 
information contained in an access control table (paragraphs 58, 62, 63, a filter table 
ensures that only the devices cleared by a comparison of the WWN have access and 
clearing a bit to indicate access), 

wherein responding in a positive manner will permit subsequent data 
communication between the first device and the sending device (paragraphs 58, 62, 
63), 

wherein responding in a negative manner will prevent subsequent data 
communication between the first device and the sending device (paragraph 63, filtering 
out non-privileged requests). 

Regarding claim 2, Blumenau teaches the method of claim 1 wherein the 
connection request is a fabric login, wherein the manufacture-related information 
includes information representative of the manufacturer of the sending device 
(paragraphs 46, 48). 

Regarding claim 3, Blumenau teaches the method of claim 2 wherein the step of 
responding to the sending device includes determining whether the manufacturer is 
listed in the access control table (paragraphs 58, 62, 63). 
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Regarding claim 4, Blumenau teaches the method of claim 3 wherein the 
manufacture-related information further includes version information, wherein the step 
of responding to the sending device further includes determining comparing the version 
information with version information in the access control table (paragraph 169, 
comparing a device revision level). 

Regarding claim 5, Blumenau teaches the method of claim 2 wherein the access 
control table includes access permission information associated with the manufacturer, 
wherein the step of responding to the sending device in a positive manner or in a 
negative manner is based on the access permission information (paragraphs 58, 62, 
63). 

Regarding claim 6, Blumenau teaches the method of claim 1 wherein the first 
device is a disk system (paragraph 44). 

Regarding claim 7, Blumenau teaches the method of claim 6 wherein the sending 
device is a host bus adapter (HBA) (paragraph 60). 

Regarding claim 8, Blumenau teaches the method of claim 6 wherein the sending 
device is a switch (paragraph 46). 
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Regarding claim 9, Blumenau teaches the method of claim 6 wherein the sending 
device is a second disk system (paragraphs 44, 45, 61 ). 

Regarding claim 10, Blumenau teaches the method of claim 1 wherein the first 
device is a switch and the sending device is an HBA (paragraphs 46, 60). 

Regarding claim 1 1 , Blumenau teaches the method of claim 1 wherein the first 
device is a first switch and the sending device is a second switch (paragraph 46). 

Regarding claim 12, Blumenau teaches the method of claim 1 wherein the first 
device is an HBA (paragraph 60). 

Regarding claim 15, Blumenau teaches the method of claim 14 wherein the 
identifying information is a source address contained in the service request (paragraph 
65). 

Regarding claim 23, Blumenau teaches the storage network device of claim 22 
wherein the connection request is one of a fabric login and a port login (paragraph 46). 

Claims 13, 14, 1 6-22 and 24-33 do not teach or define any new limitations above 
claims 1-12, 15, and 23 and therefore are rejected for similar reasons. 
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Conclusion 

3. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

U.S. Pat. No. 5,778,068 to Johnson et al., because it discloses a recognition 
methodology which determines whether a processing device and storage device are 
authorized to operate with each other. 

U.S. Pat. Pub. No. 2002/0046265 to Suzuki, because it discloses a comparison 
device to read a version number of the hardware and compare it to hardware 
information in a storage device. 

U.S. Pat. No. 6,487,646 to Adams et al., because it discloses restricting access 
to a data storage device. 

U.S. Pat. Pub. No. 2005/00341 15 to Carter et al., because it discloses 
determining whether a record from a table corresponds to a device based on its 
model/revision number. 

U.S. Pat. No. 6,604,153 to Imamura et al., because it discloses access protection 
from unauthorized use of memory medium with unique identifier. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to AVI GOLD whose telephone number is (571)272-4002. 
The examiner can normally be reached on M-F 8:00-5:30 (1st Friday Off). 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ario Etienne can be reached on 571-272-4001 . The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/A. G.I 

Examiner, Art Unit 2157 



/Ario Etienne/ 

Supervisory Patent Examiner, Art Unit 2157 



